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This document provides customer guidance for configuring the Elastix PBX Appliance
Software with the underlying FreePBX graphical user interface (GUI) to properly interface to
and interoperate with the Integra Telecom SIP Solutions trunks. The software applications are
a graphical front-end to an underlying Asterisk open-source IP PBX; running on a Linux
server.

The goal of this document is to ensure that—when properly configured—the subject customer
supplied equipment will interface to and operate with the Integra Telecom equipment and
network.

In order to establish a configuration and compatibility baseline, Table 1 below shows the
software versions used for testing and evaluation in the Integra Telecom Lab. Software
versions above (newer than) the tested version are typically regression tested by the
applicable vendor and generally considered to be acceptable as well.

Table 1
Software Versions Tested
Network Element Software
Metaswitch Call Agent 7.4.00 SU23 P90.00
Adtran NetVanta 3305 18.01.03.00
Elastix 2.2.0-14
elastix-firstboot 2.2.0-5
elastix-system 2.2.0-14
elastix-email_admin 2.2.0-9
elastix-vtigercrm 5.1.0-8
elastix-extras 2.0.4-4
elastix-asterisk-sounds 1.2.3-1
elastix-my_extension 2.2.0-5
elastix-agenda 2.2.0-5
elastix-a2billing 1.8.1-16
elastix-addons 2.2.0-4
elastix-im 2.0.4-2
elastix-pbx 2.2.0-14
elastix-security 2.2.0-7
elastix-reports 2.2.0-6
elastix-fax 2.2.0-4
FreePBX 2.8.1-7
Asterisk 1.8.7.0-0
asterisk-perl 0.10-2
asterisk-addons 1.8.7.0-0
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The generic IP PBX test configuration is shown in Figure 1 below. This configuration ensures
proper SIP call handling between the customer-supplied IP PBX platform (Elastix software in
this case) and the Integra Telecom equipment and network.

Figure 1
Generic IP PBX Test Configuration

IP PBX —
; Acme
Metaswitch || Packet Adtran ”
SIP Proxy
Call Agent SBC
Data ——

Note that some ‘schools of thought’ like to consider everything outside of or beyond the IP PBX itself to be part of the PSTN. For this
configuration document, the beginning of the PSTN does not matter; as ‘in to’ and ‘out of’ the IP PBX are the more important
considerations.
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The following steps provide provisioning guidance for configuring the Elastix PBX appliance
software graphical user interface (GUI) parameters. This overlay GUI in turn pushes the
configuration details to the underlying Asterisk open source IP PBX.

This process uses the web browser of choice. Specifics of the initial connectivity are outlined
in the Elastix documentation supplied with the system.

It is assumed that the appropriate hardware, software, and licenses have been procured,
installed, and tested. As with all ‘open source’ software, the onus of technical support lies with
the end user.

0-nus /'0nas/

Noun: Used to refer to something that is one’s duty or responsibility: “the onus is
on you to show that you have suffered”.

Synonyms:burden - charge - responsibility - weight - liability
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e Step 1: Security Warning — When the web browser of choice is first connected to the
Elastix web server, a certificate authority warning is typically displayed. Therefore, it is
necessary to manually proceed to the login page. In this example, the screen shot
below is from Microsoft Internet Explorer.

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@‘ Click here to close this webpage.

r!;i‘ Continue to this website fnot recommended).
LY

& More information

Select “Continue to this website (not recommended).” or equivalent continue
message option (on the selected web browser) to proceed to the Elastix login page.
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e Step 2: Elastix Login — Enter the appropriate administrative login credentials to
access Elastix. Enter the username and password previously selected.

elastix’ .

FREEDOM TO COMUNISATE

v\

Press Submit.

After successfully accessing the Elastix system, the landing page shown in the next
step will be displayed.
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e Step 3: Navigate to PBX — Using the top menu tabs, navigate to PBX.

Use

Dashboard Network rs Shutdown Hardwart ctor
Dashboard 1 ‘ Dashboard
Select PBX.

After selecting PBX, the PBX Configuration tab will be displayed as shown in the next
step.
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elastix’

nfiguration  Operator Panel

" PBX Configuration h

Extensions
Feature Codes
General Settings
Outbound Routes

runksa
Inbound fyont::
Inbound Routes

Zap Channel DIDs
Announcements

=T A T

Step 4: Add a SIP Trunk (a) — Using the left side menu tree, select Trunks.

ETRRTTEEC

Voicemail Monitoring Endponn—

Add an Extension
Please select your Device below then click Submit

Device

Device Generic SIP Device j

Submit
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e Step 5: Add a SIP Trunk (b) — On the Add a Trunk page, select Add SIP Trunk.

elastix’
- FREEDOM TO COMUNIGATE - X .

Configuration O

" PBX Configuration

Extensions Add a Trunk

Feature Codes
@ Add sIPgrrunk

General Settings

Outbound Routes © Add DAR { Trunk

Trunks ;

Inbound Call Contro © Add Zap Trunk (DAHDI compatibility mode)
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e Step 6: Add a SIP Trunk (c) — The Add SIP Trunk configuration page is shown
below.

@elastix‘
| _

PBX Configuration| Operator Panel v Monitoring Endpoint Conference - erator | VoIP Provider

Configurator

PBX Configuration A N n

Basic
Extensions Add SIP Trunk Add Trunk
Feature Codes
General Settings
Outbound Routes

General Settings

Trunks
Inbound Call Control Trunk Name:
Inbound Routes Outbound Caller ID-
Zap Channel DIDs CID Options: [allow any cio =]
Announcements
Maximum Channels: |
Blacklist - a
CallerID Lookup Sources Dleabi e Disable
Day/Night Control Monitor Trunk Failures: " Enable
Follow Me ~ B N
VR Dialed Number Manipulation Rules
Queue Priorities.
Queues (prepend )+ prefix | | match pattern [
Ring Groups

+ Add More Dial Pattern Fields | | Clear all Fields
Dial Rules Wizards: \(p\:k one) j
Outbound Dial Prefix:

Time Conditions
Time Groups

Internal Options & Configuration
Conferences
Languages Outgoing Settings
Misc Applications
Misc Destinations Trunk Name:
Music on Hold PEER Detalils
PIN Sets host=***provider ip address***

e vrnsmridees
Paging and Intercom username useri
secret=***password***

Parking Lot type=peer
System Recordings
VoiceMail Blasting
Rerm
Callback
DISA
Option

Unembedded freePBX

Incoming Settings

USER Context:
USER Details:

secret=***password***
type=user
context=from-trunk

Registration

Register String:

Submit Changes

The Trunk Name and User Context fields (outlined in blue) may be filled in with a
SIP Solutions trunk name and context for easy identification.
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The parameters shown above that are outlined in red, MUST be configured to match
the information as discussed below.

Outbound Caller ID:
Maximum Channels:

(1) PEER Details:

(2) USER Details:

Caller ID number as provided by Integra Telecom.
The number of SIP sessions ordered by the customer.

host=Integra Telecom provided SIP domain name.
username=Integra Telecom provided SIP user.
secret=Integra Telecom provided SIP password.
type=peer

disallow=all

allow=g729&ulaw (Assumes customer has purchased the
appropriate number of G.729 Codec licenses from Digium.)

disallow=all

allow=g729&ulaw (Assumes customer has purchased the
appropriate number of G.729 Codec licenses from Digium.)
context=from-trunk

insecure=very

dtmfmode=auto

fromdomain=Integra Telecom provided private IP address of
the Adtran SIP proxy CPE device.

fromuser=Integra Telecom provided SIP user.
host=Integra Telecom provided private IP address of the
Adtran SIP proxy CPE device.

nat=no

qualify=yes

type=peer

username=Integra Telecom provided SIP user.
secret=Integra Telecom provided SIP password.
port=5060
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(3) Register String: Username:Secret@Host/Username
Username Colon Secret Ampersand Host Slash Username

The example string below shows the properly formatted Register
String using the Integra Telecom provided data fill.

3608523950: Int3graPasswOrd@proxyl.integravoip.net/3608523950

After the parameters are properly configured and double checked for accuracy, Select
Submit Changes at the bottom of the page.

Submit Changes
oy

- ¥
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Step 7: Add a SIP Trunk (d) — At the top of the PBX Configuration tab, select
Apply Configuration Changes Here to reload the Asterisk PBX with the updated
configuration.

.y
@elastlx

PBX Configuration | Operator Panel Voicemail Menitoring Endpoint Conference Batch of Tools Flash Operator VoIP Provider
Copfigurato ensions Papel
PBX Configuration _n
Apply Configuration Changes Here \\,\
Basic \‘\
Extensions Add SIP Trunk Add Trunk

Asterisk PBX will reload. This should not be a service affecting operation.
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e Step 8: Add Outbound Routes (a) — After the SIP trunk is added, and applied, using
the left side menu tree select Outbound Routes.

- ®
elas_tl_x

PBX Configuration | Operator Panel Voicemail Maonitoring Endpoint Conference Batch of
onfi xtensio

i I

Tools

| PBX Configuration h

Basic
Extensions Add a Trunk
Feature Codes

OutboundgRoutes
Trunks {h}

Inbound Call Cool
Ik |Dr| Dot

@ Add SIP Trunk

© Add DAHDI Trunk

@ Add Zap Trunk (DAHDI compatibility mode)
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e Step 9: Add Outbound Routes (b) — The Add Route configuration page is shown
below.

-
Q_ elastix
2 EmTTE————

PBX Configuration | Operator Panel Voicemail Monitoring Endpeint Conference Batch of Tools Flash Operator VolP Provider
Configurato ensions Pane
PBX Configuration n
Basic
Extensions Add Route Add Route

Feature Codes
General Settings

Route Settings
Outbound Routes

Trunks

Inbound Call Control |Route (e |
Inbound Routes Route CID: I” override Extension
Zap Channel DIDs Route Password:
Announcements Route Type: ¥ Emergency | Intra-Company
Bl Music On Hold? |defautt =
CallerID Lookup Sources ‘7

Time Group: ---P t Route--- |~

Day/Night Control B Srmanent fodte J
Follow Me Route Position \Last after SIP_Out j
VR
Queue Priorities Additional Settings
Queues
Ring Groups PIN Set: [none 7|
Time Conditions
Time Groups Dial Patterns that will use this Route

Internal Options & Configuration
Conferences. (prepend |)+ prefix | | [ NXXXXXX ! Callerld 1t
Fanquagey (prepend )+ prefix | | [NDXODOOOOXK / Calerld 11
Misc Applications
Misc Destinations (prepend )+ prefix | | [ INXXNXXXXXX |/ CallerId 1@
Music on Hold (prepend |)+ pprefix | [[911 1 Callertd 18
PIN Sets (prepend |)+ prefix ||[011. 1 Callerld 1%
fianinglandinteEoM] + Add More Dial Pattern Fields
Parking Lot ) —_—

Dial patterns wizards: | (pick one) j

System Recordings

VoiceMail Blasting Trunk Sequence for Matched Routes

Remote Access
Callback ————
0 -
DISA ‘ J
Option
Unembedded freePBX Submit Changes

The Route Name field (outlined in blue) may be filled in with a friendly route name for
easy identification.

The Dial Patterns that will use this route fields (outlined in blue) are the customer
defined patterns that will result in outbound calls using the SIP trunk provisioned in
Steps 4-7.
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In the above example, the entries are as follows.
Line 1 NXXXXXX is 7-digit local calling.
Line 2 NXXNXXXXXX is 10-digit local calling.
Line 3 INXXNXXXXXX is 11-digit long distance (1+10 digits) dialing.
Line 4: 911 is emergency services dialing.
Line 5: 011. Is international long distance (011+X digits+#) dialing.

Note that E.164 dialing is not provisioned and is not supported in the above configuration
statements.

Again, the customer decides which dialing patterns are supposed to egress the Integra
Telecom SIP Solutions trunk(s).

The parameters shown above that are outlined in red, MUST be configured to match
the information as discussed below.

Route Type: If this has been designated by the customer as a 911 emergency services
route, the Emergency check box must be selected.

Trunk Sequence for Matched Routes: The Integra Telecom SIP Solutions Trunk
Name, provisioned in Step 6, must be selected from the drop down menu list in this field.
Additional (non-Integra Telecom) trunk routes may also be selected as alternate choices,
if desired. Likewise, the Integra Telecom trunk routes may be selected as alternate
choices for other primary trunks.

After the parameters are properly configured and double checked for accuracy, Select
Submit Changes at the bottom of the page.

Submit Changes

\k
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e Step 10: Add Outbound Routes (c) — At the top of the PBX Configuration tab,
select Apply Configuration Changes Here to reload the Asterisk PBX with the
updated configuration.

eelastlx
2 ErmrTE—TT——

PBX Configuration | Operator Panel Vaicemail Monitoring Endpoint Conference Batch of Tools Flash Operator VolIP Provider
Configurato ansions Pane
PBX Configuration n
Apply Configuration Changes Here -
Basic \ \’
-} B
Extensions Add Route Add Rc

Asterisk PBX will reload. This should not be a service affecting operation.
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e Step 11: Add Inbound Routes (a) — After the outbound route is added, and applied,
using the left side menu tree select Inbound Routes.

- N
elastix

PBX Configuration| Operator Panel Voicemail Monitoring Endpoint Conference Batch of Tools
Configurat ension:

" PBX Configuration

Basic
Extensions Add Route
Feature Codes
General Settings
Outbound Routes

Route Settings

Trunks
Inbound Call Control Rz (e
Inbound Routes Route CID: ™ Override Extension
Zap Chtﬂ DIDs Route Password:
Anno'.-": ments Route Type: I Emergency I Intra-Company
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e Step 12: Add Inbound Routes (b) — The Add Incoming Route configuration page is
shown below.

elastix
‘ FEx

PBX Configuration | Operator Panel Voicemail Monitoring Endpoint Conference Batch of Tools Flash Operator VolP Provider
Configurato xtensions Papa

PBX Configuration

Extensions
Feature Codes
General Settings
Outbound Routes
Trunks

Inbound Routes
Zap Channel DIDs
Announcements
Blacklist

CallerID Lookup Sources
Day/Night Control
Follow Me

VR

Queue Priorities
Queues

Ring Groups

Time Conditions

Add Incoming Route

Add Incoming Route

Description:

DID Number:

Caller ID Number:
CID Priority Route: m}

Options

Alert Info:

CID name prefix:

Music On Hold: |Mj
Signal RINGING: r

Pause Before Answer

User DIDs
General DIDs
Unused DIDs

Time Groups

emal Options & Configuration Privacy
Conferences
Languages Privacy Manager: |Fj
Misc Applications
Misc Destinations CID Lookup Source
Music on Hold
PIN Sets Source: [rvone |
Paging and Intercom
Parking Lot Fax Detect
System Recordings
VoiceMail Blasting Detect Faxes: & No (o] Yes (o] Legacy
Callback Language
DISA
Dk Language:

Unembedded freePBX

Set Destination

| == choose one ==

submit | | Clear Destination & Submit

] P e

The majority of the provisioning on this page is customer determined and thus
customer defined. The incoming routes specify the extension (or other selected option)
that will terminate the incoming DID number(s).

As a result, the DID Number field (outlined in red), MUST be configured to match the
information provided by Integra Telecom. The DID values and/or ranges will mirror the
guantity ordered by the customer. One route for each individual DID number.
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After the parameters are properly configured and double checked for accuracy, Select
Submit Changes at the bottom of the page.

Submit

\

Changes
o

N

-
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e Step 13: Add Inbound Routes (c) — At the top of the PBX Configuration tab, select
Apply Configuration Changes Here to reload the Asterisk PBX with the updated

configuration.

.
elastix

Toals Flash Operator VolIP Provider

PBX Configuration | Operator Panel Voicemail Monitoring Endpoint Conference Batch of
Configurato ensions

PBX Configuration ' n

Apply Configuration Changes Hare\
T

--E-x‘tens\ons Add Incoming Route

Asterisk PBX will reload. This should not be a service affecting operation.

End of Provisioning Procedure.

At this point, the Elastix and underlying should be properly configured to interface to the
Integra Telecom SIP Solutions trunk. Calls in to and out of the Elastix host IP PBX
should be possible at this time. If not, proceed to the next section: Troubleshooting.
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Comprehensive troubleshooting of a red status (not registered) SIP Solutions trunk is not part
of this configuration document. However, experience has shown that there is a reasonable list
of basic Items to Check as part of the nominal customer turn up process.

ltems to Check

v

1. Confirm that the Linux (or UNIX equivalent) operating system machine which
hosts the Elastix software has the proper TCP/IP interface configuration (IP
address, Subnet mask, Default gateway, Primary and Secondary DNS server).

2. Confirm, as a minimum, that the Telephone Service, Fax Service, Database
Service, and Web Server of the Elastix services are showing “Running” status
on the Linux operating system machine.

3. Confirm the Elastix host machine can ping the LAN IP (private) address of the
Adtran SIP proxy CPE at the customer site.

4. Confirm the Elastix host can ping the WAN IP (public) address of the Adtran
SIP proxy CPE at the customer site.

5. Confirm the Elastix host can resolve, ping, and trace route to the FQDN
(provided by Integra Telecom) of the Metaswitch Call Agent serving the
customer site.

6. Confirm with Integra Telecom that the SIP account information provided for
the Elastix configuration (FQDN, Username, Secret, etc.) is correct.

7. Confirm that the information provided by Integra Telecom is properly entered
in the Elastix host.
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v' 8. Confirm with Integra Telecom that they can ‘see’ the SIP “Register” messages from
the Elastix host system within the BrixWorks call monitoring system.

v 9. Confirm with Integra Telecom that they can ping and trace route to the WAN IP
(public) address of the Adtran SIP proxy CPE at the customer site.

v/ 10. Confirm with Integra Telecom that they can resolve, ping, and trace route from
within the Adtran SIP proxy CPE to the FQDN of the Metaswitch Call Agent serving the
customer site.

v/ 11. Confirm with Integra Telecom that they can ping the LAN IP (private) address from
within the Adtran SIP proxy CPE at the customer site.

v' 12, Confirm with Integra Telecom that they can ping the Elastix host IP address
(private) from within the Adtran SIP proxy CPE at the customer site.

Summary

Traditionally, one or more of the above steps of confirmation and basic troubleshooting will
yield the location of any problem(s) with the exchange of SIP messaging. Confirming the SIP
“Register” message within the Integra Telecom’s BrixWorks monitoring system generally
provides a wealth of information on the nature of the issue; including any possible improper
configuration. Therefore, it is appropriate to initiate that step only after the initial customer site
configuration confirmation and connectivity testing has been completed (Steps 1-7 inclusive).
This section represents a logical troubleshooting methodology from the customer location to
the Metaswitch call agent.
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